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Fig. 1. Schematic diagram of the Hash function.
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Fig. 2. Schematic diagram of optoelectronic architecture for
realizing the optical compression function based on mul-

tiple scattering.
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Fig. 3. Flowchart for creating initial pseudo-random image.
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Fig. 4. Flowchart of cascade compression.
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Fig. 5. Procedure of cascaded compression.

4.3 HHETHR

TER B %) Hash (B2 /1, 30875 ZEXT R4 bR
BN B At Hy o M0 S AR RUL Hyy 1Y
YIEAE M, % H DR TEGE THHEMERER
JREEMARE R 1, /INTEEIE R K EE R E R 0,
i JE LB AT BRI 0 Hyy T EHRER, 153
256 bit [ Hash {H.

5 WRERE N

T IHEN TN Hash pRECE 2P RENY F 24
P 071, I 5 A S0 AR B NI, N
fle—A~ —HEHIAL, 4 Y Hash EDRF & A AR R AR,
HARHE A S5 A HEDN, AT — g A A R A A
i, —/~PEBE R AP A Hash pREH) Hash (HEDH
— 2P BB A A B2 Dy T PP R RN LA
FIrii 06 Hash AR E PE, SRHTEALT LA
gjﬁ (17,18].

L
AECG) = 7y [hi (k) = B (k) ], (10)
k=1
1 N
AEC = NZAEC@, (11)
=1
L X 1/2
AB=|——» (AEC, —AEC)? 12
N—1;( Cu) arr o, (12

(10) ZUHP, by F1 RS 43391 26 7R TR IR TH S8 FDRE B 4R 1
SR EN S TR Y Hash REG L A k43 1F8R

Hash {H A B BRI LR P 4L AEC ) 3R 55 ik
M ) 280 (11) X, AEC Hl N 4 51 R
4T AR R B SR AR, 2 AEC ;)
Fl AEC [ RRT, AR Hash PR S5 AR
5, [RIASE, MPRAEZE ABE/NES, 8] Hash BE )
FoE PR

BOE T P BRI 1) F T e
Hash pRECTEAT E—ELGRTH BN 1 Hash {8
2) AT B WU AR T B ) — 57 Bl I A 1
M, THEE BB S () Hash (H. 158 B9 B
O RGN 6 o, TG, B AL R ER AT
—{&Z, WE 6 BAFEE TR, MG RBGZERED
BEAE, Il A ERAE, BB R B REL
TR BNIE X FOR; AR RGX — R R
B (S 6 ROR) 15— AT 85 A8 e A
AL EARE R <17, LK HAB R “07, 25,
FrHAE R <07, M HABWCH “17; 3) AT (10) =X

.. 23(114{24|30 ...

... 104| 37|95 [120 ... -
. 77| 10]24]66 ... JEaTH R

... 130] 28 207[146 ..
93114 04|30 | TR

... 104] 37 [95)120 ... l
g
. 77]10|% |66 ...

... 130| 28 [207[146 ... 01011
@ l s
~ 0101701
.. 23(114/24 (30 ... |
... 104| 37 (91)120 EAk it
L 77 10[X 66 ..
... 130| 28 [207[146 ...
S e e BB S,

6 FRMBEBURLG R MR
Fig. 6. Flowchart of modifying the bit of message.
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Table 1.  Results of testing avalanche effect.
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Table 2.  Comparison with MD5 and SHA-1.
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AB 0.0684 0.0437 0.0392
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Fig. 8. Distribution of AEC values in tests for the messages
with (a) 10 kbit, (b) 100 kbit, and (c) 1000 kbit.
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Abstract

Hash functions, which can extract message digest from input messages as output, play an important role in
digital signature and authentication. Meanwhile, Hash functions are essential in many cryptographic protocols
and regimes. With the research becoming more and more in depth, a series of Hash functions is proposed, such
as MD series and SHA series. At the same time, the security analysis and attacks against Hash functions are
carried out. The security of Hash functions is threatened. In this case, how to improve the security of the Hash
functions becomes the primary concern. In this paper, an optical Hash function based on the interaction
between light and multiple scattering media is proposed. Unlike most of the traditional Hash functions which
are based on mathematical transformations or complex logic operations, this method innovatively takes
advantage of the natural random scattering effect of multiple scattering media on coherently modulated light,
and realizes the “confusion” and “diffusion” of modulated light, which satisfies the core functional requirement
of the Hash function: one-way encoding/encryption with strong security. The photoelectric hybrid system
designed by this method can effectively simulate the "compression function" in the Hash function. Combined
with the Sobel filter with feature extraction function, the input data of arbitrary length can be compressed and
encrypted into the output with a fixed length of 256-bit (Hash value). The principle of the proposed optical
Hash function can be described as follows. 1) Two 8-bit images with a size of 16x16 pixels are loaded in SLM,
(amplitude-only spatial modulator) and SLM, (phase-only spatial modulator) respectively. 2) The coherent
wavefront is modulated by SLM; and SLM,, and then propagates on multiple scattering media. 3) A speckle
pattern is recorded by CCD because of the confusion of multiple scattering media. 4) The features of the speckle
pattern, which is extracted by Sobel filter, serve as the input of the next compression function. For the
unpredicted and non-duplicated disorder multiple scattering media, it is tremendously difficult to determine the
internal state of the multiple scattering media. Therefore, the proposed optical Hash function is considered to
have a high security. A series of simulation results shows that the proposed optical Hash function has a good
“avalanche effect” and “collision resistance” , and its security performance is comparable to that of the most
widely used traditional Hash functions (MD5 and SHA-1).
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